William E. Crutchfield, Il, DDS

Notice Of Privacy
Practices

Purpose: This form, Notice of Privacy Practices, presents the information that federal law
requires us to give our patients regarding our privacy practices. {Note: this form may need to be
changed to reflect the dental practice’s particular privacy policies and/or stricter state laws.}

We must provide this Notice to each patient beginning no later than the date of our first
service delivery to the patient, including service delivered electronically, after April 14,
2003. We must make a good-faith attempt to obtain written acknowledgement of receipt
of the Notice from the patient. We must also have the Notice available at the office for
patients to request to take with them. We must post the Notice in our office in a clear
and prominent location where it is reasonable to expect any patients seeking service
from us to be able to read the Notice. Whenever the Notice is revised, we must make
the Notice available upon request on or after the effective date of the revision in a
manner consistent with the above instructions. Thereafter, we must distribute the
Notice to each new patient at the time of service delivery and to any person requesting
a Notice. We must also post the revised Notice in our office as discussed above.
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William E. Crutchfield, Il, DDS
Board Certified Orthodontist

NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW HEALTH INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND
HOW YOU CAN GET ACCESS TO THIS INFORMATION.

PLEASE REVIEW IT CAREFULLY.
THE PRIVACY OF YOUR HEALTH INFORMATION IS IMPORTANT TO US.

OUR LEGAL DUTY

We are required by applicable federal and state law to maintain the privacy of your health information. We are also
required to give you this Notice about our privacy practices, our legal duties, and your rights concerning your health
information. We must follow the privacy practices that are described in this Notice while it is in effect. This Notice
takes effect (MM/DD/YR), and will remain in effect until we replace it.

We reserve the right to change our privacy practices and the terms of this Notice at any time, provided such changes
are permitted by applicable law. We reserve the right to make the changes in our privacy practices and the new
terms of our Notice effective for all health information that we maintain, including health information we created or
received before we made the changes. Before we make a significant change in our privacy practices, we will change
this Notice and make the new Notice available upon request.

You may request a copy of our Notice at any time. For more information about our privacy practices, or for additional
copies of this Notice, please contact us using the information listed at the end of this Notice.

USES AND DISCLOSURES OF HEALTH INFORMATION
We use and disclose health information about you for treatment, payment, and healthcare operations. For example:

Treatment: We may use or disclose your health information to a physician or other healthcare provider providing
treatment to you.

Payment: We may use and disclose your health information to obtain payment for services we provide to you.

Healthcare Operations: We may use and disclose your health information in connection with our healthcare
operations. Healthcare operations include quality assessment and improvement activities, reviewing the competence
or qualifications of healthcare professionals, evaluating practitioner and provider performance, conducting training
programs, accreditation, certification, licensing or credentialing activities.

Your Authorization: In addition to our use of your health information for treatment, payment or healthcare
operations, you may give us written authorization to use your health information or to disclose it to anyone for any
purpose. If you give us an authorization, you may revoke it in writing at any time. Your revocation will not affect any
use or disclosures permitted by your authorization while it was in effect. Unless you give us a written authorization,
we cannot use or disclose your health information for any reason except those described in this Notice.

To Your Family and Friends: We must disclose your health information to you, as described in the Patient Rights
section of this Notice. We may disclose your health information to a family member, friend or other person to the
extent necessary to help with your healthcare or with payment for your healthcare, but only if you agree that we may
do so.

Persons Involved In Care: We may use or disclose health information to notify, or assist in the notification of
(including identifying or locating) a family member, your personal representative or another person responsible for
your care, of your location, your general condition, or death. If you are present, then prior to use or disclosure of your
health information, we will provide you with an opportunity to object to such uses or disclosures. In the event of your
incapacity or emergency circumstances, we will disclose health information based on a determination using our
professional judgment disclosing only health information that is directly relevant to the person’s involvement in your
healthcare. ~We will also use our professional judgment and our experience with common practice to make
reasonable inferences of your best interest in allowing a person to pick up filled prescriptions, medical supplies, x-
rays, or other similar forms of health information.

Marketing Health-Related Services: We will not use your health information for marketing communications without
your written authorization.

Required by Law: We may use or disclose your health information when we are required to do so by law.



Abuse or Neglect: We may disclose your health information to appropriate authorities if we reasonably believe that
you are a possible victim of abuse, neglect, or domestic violence or the possible victim of other crimes. We may
disclose your health information to the extent necessary to avert a serious threat to your health or safety or the health
or safety of others.

National Security: We may disclose to military authorities the health information of Armed Forces personnel under
certain circumstances. We may disclose to authorize federal officials health information required for lawful
intelligence, counterintelligence, and other national security activities. We may disclose to correctional institution or
law enforcement official having lawful custody of protected health information of inmate or patient under certain
circumstances.

Appointment Reminders: We may use or disclose your health information to provide you with appointment
reminders (such as voicemail messages, postcards, or letters).

PATIENT RIGHTS

Access: You have the right to look at or get copies of your health information, with limited exceptions. You may
request that we provide copies in a format other than photocopies. We will use the format you request unless we
cannot practicably do so. (You must make a request in writing to obtain access to your health information. You may
obtain a form to request access by using the contact information listed at the end of this Notice. We will charge you a
reasonable cost-based fee for expenses such as copies and staff time. You may also request access by sending us
a letter to the address at the end of this Notice. If you request copies, we will charge you $0.___ for each page, $
per hour for staff time to locate and copy your health information, and postage if you want the copies mailed to you. If
you request an alternative format, we will charge a cost-based fee for providing your health information in that format.
If you prefer, we will prepare a summary or an explanation of your health information for a fee. Contact us using the
information listed at the end of this Notice for a full explanation of our fee structure.)

Disclosure Accounting: You have the right to receive a list of instances in which we or our business associates
disclosed your health information for purposes, other than treatment, payment, healthcare operations and certain
other activities, for the last 6 years, but not before April 14, 2003. If you request this accounting more than once in a
12-month period, we may charge you a reasonable, cost-based fee for responding to these additional requests.

Restriction: You have the right to request that we place additional restrictions on our use or disclosure of your health
information. We are not required to agree to these additional restrictions, but if we do, we will abide by our
agreement (except in an emergency).

Alternative Communication: You have the right to request that we communicate with you about your health
information by alternative means or to alternative locations. {You must make your request in writing.} Your
request must specify the alternative means or location, and provide satisfactory explanation how payments will be
handled under the alternative means or location you request.

Amendment: You have the right to request that we amend your health information. (Your request must be in writing,
and it must explain why the information should be amended.) We may deny your request under certain
circumstances.

Electronic Notice: If you receive this Notice on our Web site or by electronic mail (e-mail), you are entitled to
receive this Notice in written form.




In our orthodontic office, we treat our patient’s in an “open” environment. Therefore, discussion concerning
the progress of orthodontic treatment, hygiene, cooperation, and attitude will be discrete but possibly near
others. Financial and major treatment matters will be discussed privately and/or in writing.

There is no minimum necessary requirement for disclosures to or requests by on another in our dental office or by a
healthcare provider for treatment; permitted or required disclosures to, or for disclosure requested and authorized by,
a patient; disclosures to HHS for compliance reviews or compliant investigations; disclosures required by law; or uses
or disclosures required for compliance with the HIPAA Administrative Simplification Rules.

a)Routine or Recurring Requests or Disclosures—Our orthodontic office will follow the policies and
procedures that we adopt to limit our routine or recurring requests for our disclosures of PHI to the minimum
reasonably necessary for the purpose.

b)Non-Routine or Non-Recurring Requests or Disclosures—No non-routine or non-recurring request for or
disclosure of PHI will be made until it has been reviewed on a patient-by-patient basis against our criteria to
ensure that only the minimum necessary PHI for the purpose is requested or disclosed.

c)Other’s Requests—Our orthodontic office will rely, if reasonable for the situation, on a request to disclose PHI
being for the minimum necessary, if the requester is: (a) a covered entity; (b) a professional (including an
attorney or accountant) who provides professional services to our practice, either as a member of the
workforce or as our Business Associate, and who represents that the requested information is the minimum
necessary; (c) a public official who represents that the information requested is the minimum necessary; or
(d) a researcher presenting appropriate documentation or making appropriate representations that the
research satisfies the applicable requirements of the Privacy Rules.

d)Entire Record—Our orthodontic office will not use, disclose, or request an entire record, except as permitted
in those Policies & Procedures or standard protocols that we adopt reflecting situations when it is necessary.

e)Minimum Necessary Workforce Use—Our orthodontic office will use only the minimum necessary PHI
needed to perform our duties.

Business Associates
Our orthodontic office will obtain satisfactory assurance in the form of a written contract that our Business
Associates will appropriately safeguard and limit their use and disclosure of the protected health information (PHI)

we disclose to them.

These Business Associate requirements are not applicable to our disclosures to a healthcare provider for treatment
purposes. The Business Associate Contract Terms document contains the terms that federal law requires be
included in each Business Associate Contract.

a)Breach by Business Associate—If our orthodontic office learns that a Business Associate has materially
breached or violated its Business Associate Contract with us, we will take prompt, reasonable steps to

see that the breach or violation is cured.
b)Amendment—Patients have the right to request to amend their PHI and other records for as long as our

dental office maintains them.

Our orthodontic office may deny a request to amend PHI or records if: (a) we did not create the information (unless
the patient provides us a reasonable basis to believe that the originator is not available to act on a request to amend);
(b) we believe the information is accurate and complete; or (¢) we do not have the information.

Our orthodontic office will follow all procedures required by the Privacy Rules for denial or approval of amendment
requests. We will not, however, physically alter or delete existing notes in a patient’s chart. We will inform the patient



when we agree to make an amendment, and we will contact our Business Associates to help assure that any PHI
they have on the patient is appropriately amended. We will contact any individuals whom the patient requests we
alert to any amendment to the patient’'s PHI. We will also contact any individuals or entities of which we are aware
that we have sent erroneous or incomplete information and who may have acted on the erroneous or incomplete
information to the detriment of the patient.

When we deny a request for an amendment, we will mark any future disclosures of the contested information in a
way acknowledging the contest.

c) Disclosure Accounting — Patients have the right to an accounting of certain disclosures our orthodontic

office made of their PHI within the 6 years prior to their request. Each disclosure we make, that is not for treatment
payment or healthcare operations, must be documented showing the date of the disclosure, what was disclosed, the
purpose of the disclosure, and the name and (if known) address of each person or entity to whom the disclosure was
made. The Authorization or other documentation must be included in the patient’s record. We use the patient’s chart
to track each disclosure of PHI as needed to enable us to fulfill our obligation to account for these disclosures.

We are not required to account for disclosures we made: (a) before April 14, 2003; (b) to the patient (or the patient s
personal representative), (c) to or for notification of persons involved in a patient’s healthcare or payment for
healthcare; (d) for treatment, payment, or healthcare operations; (a) for national security or intelligence purposes; (f)
to correctional institutions or law enforcement to officials regarding inmates; or (g) according to an Authorization
signed by the patient or the patient’s representative; (h) incident to another permitted or required use disclosure.

We will temporarily suspend the accounting of any disclosure when requested to do so pursuant according to the
Privacy Rules by health oversight agencies or law enforcement officials. We may charge for any accounting that is
more frequent than every 12 months, provided the patient is informed of the fee before the accounting is provided.
We will contact our Business Associates to assure we include in the accounting any disclosures made by them for
which we must account.

Authorization

In some cases we must have proper, written Authorization from the patient (or the patient’s personal representative)
before we use or disclose a patient’s PHI for any purpose (except for TPO purposes) or as permitted or required
without consent or authorization (see Sections 3, 4, or 5).

Our orthodontic office will use the Authorization form. We will always act in strict accordance with an Authorization.

a) Authorization Revocation — A patient may revoke an authorization at any time by written notice. Our dental
office will not rely on an Authorization we know has been revoked.

b) Authorization from Another Provider — Our orthodontic office will use or disclose PHI as permitted by a valid
Authorization we receive from another healthcare provider.

Our orthodontic office may rely on that covered entity to have requested only the minimum necessary protected PHI.
Therefore, our dental office will not make our own “minimum necessary” determination, unless we know that the
Authorization is incomplete, contains false information, has been revoked, or has expired.

c) Authorization Expiration — Our orthodontic office will not rely on an Authorization we know has expired.

Oral Agreement
Our orthodontic office may use or disclose a patient’s PHI with the patient’s Oral Agreement or if the patient is
unavailable subject to all applicable requirements.

Our orthodontic office may use professional judgment and our experience with common practice to make reasonable

inferences of the patient’s best interest in allowing a person to act on behalf of the patient to pick up dental/medical
supplies, X-rays, or other similar forms of PHI.

Permitted Without Acknowledgment, Consent Authorization or Oral Agreement

Our orthodontic office may use or disclose a patient’s PHI in certain situations, without Authorization or Oral
Agreement. In our dental office, these disclosures are not likely to be frequent.



a) Verification of Identity— Our orthodontic office will always verify the identity of any patient, and the identity and
authority of any patient’s personal representative, government or law enforcement official, or other person,
unknown to us, who requests PHI before we will disclose the PHI to that person.

Our orthodontic office will obtain appropriate identification and, if the person is not the patient, evidence of authority.
Examples of appropriate identification include photographic identification card, government identification card or
badge, and appropriate document on government letterhead. Our orthodontic office will document the incident and
how we responded.

QUESTIONS AND COMPLAINTS
If you want more information about our privacy practices or have questions or concerns, please contact us.

If you are concerned that we may have violated your privacy rights, or you disagree with a decision we made about
access to your health information or in response to a request you made to amend or restrict the use or disclosure of
your health information or to have us communicate with you by alternative means or at alternative locations, you may
complain to us using the contact information listed at the end of this Notice. You also may submit a written complaint
to the U.S. Department of Health and Human Services. We will provide you with the address to file your complaint
with the U.S. Department of Health and Human Services upon request.

We support your right to the privacy of your health information. We will not retaliate in any way if you choose to file a
complaint with us or with the U.S. Department of Health and Human Services.

Contact Officer:

Telephone: Fax:

E-mail:
Address:
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